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Research on Supervision Method of Commercial SMS Based on Blockchain
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Abstract: With the widespread application of commercial SMS services, excessive commercial marketing has brought troubles to mobile users
and also affected the normal regulatory order of the industry. The business process of commercial SMS services usually generates corresponding
communication record information (CDR). However, under the existing commercial SMS service model, the lack of transparency in the identi-
ty of business entities will make it difficult to trace CDR. When dealing with user complaints or violations, industry regulatory authorities need
to spend a long time verifying the effectiveness of SMS CDR. To this end, a blockchain based commercial short message supervision method is
proposed , which introduces blockchain technology into traditional supervision models and combines smart contracts to achieve trustworthy and
automated management of commercial short message CDRs. This enhances the transparency of the identity of commercial short message service
entities, provides technical support for CDR traceability, and ensures the authenticity and trustworthiness of distributed ledger CDRs. This not
only reduces the time cost of the supervision process, but also improves regulatory efficiency, hoping to provide new solutions for the regulato-
ry model of commercial short message services.
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Fig.1 Existing regulatory methods for commercial SMS
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Fig.2 Blockchain based commercial SMS supervision method
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Fig.3 System architecture
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Fig.4 Submitting CDRs to the blockchain network
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Table 1 Lightweight CDR data structure
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TB el filiik
Date string P E A LN 1]
MsgID string B IR B E—FR N
Addr string CDR 4 JdJs A7 fifs bl
Mobile string BIHPFHS
EID string Al fE—FRIH
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1. function SendMsg

2. IF CheakETuple == true THEN

3. CDR<CreateCDR(EID , Source, Mobile, Content)

4. Addr—UploadToIPFS (CDR.)

5. END IF

6. function AddMsg

7. LCDR+GenLCDR (CDR,, Addr, Subtime )

8. invoke chaincode CDRCC

9. IF cheakFun == true && cheakMsg == false THEN

10. MsgID , Transaction ID—upload(LCDR,)

11. ELSE

12. RETURN error

13. END IF

14. END function

15. RETURN MsgID, Transaction ID

16. END function
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Fig.5 Transaction uplink test results
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Fig. 6 Transaction retrieval test results
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Table 2 Comparison of experimental results
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